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     Data Protection Policy 
This policy aims to ensure compliance with the Data Protection Act 1998 and The, General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) which is a regulation by which the European Parliament, the Council of the European Union and the European Commission intend to strengthen and unify data protection for all individuals within the European Union (EU). Both of which refer to computerised and manual records of personal data. 

Control of data collected and stored 

Personal data collected by Rett UK shall be stored and processed fairly and lawfully, and only for the purposes for which it has been collected.  It shall not exceed the purposes for which it is required. All records stored on cloud-based servers are password protected. Specifically, personal data will be collected and stored to: 

· process job applications 

· maintain and process personnel and payroll records of employees 

· maintain records of relevant personal details of staff, volunteers, members and trainees 

· maintain personal details of children, young people and vulnerable adults using the services as required by staff (paid or unpaid) to carry out the service.

Job applications are to be stored for 12 months and then disposed of confidentially. Special efforts will be made to ensure that sensitive data, such as that on health, ethnic origin, trade union membership etc. will not be kept in such a way that the subject’s identity may be guessed, except where this is strictly necessary for personnel and payroll purposes. 

Personal details of people with Rett Syndrome

Rett UK stores names, addresses and medical information relating to the person with Rett Syndrome. The charity also stores the details of doctors and other therapists/consultants involved. As part of everyone’s profile Rett UK may also store the details of the family and/or carers involved, sibling names and ages (where known) and organisation names and addresses e.g. businesses and funders that may support the individual with Rett Syndrome.  
Accuracy of data 

All personal data stored by the charity shall be accurate and kept up-to-date. No personal data shall be stored longer than is necessary to provide services effectively. 

Secure storage 

All personal data held by the charity shall be stored securely at all times. This means that paper records shall be stored in offices accessible only to staff, and in locked cabinets. Computer-based records are stored on password-protected computers and in password-protected files. Both sets of data are accessible only to approved staff. Namely:
· in the case of staff data, management, personnel and payroll staff 

· in the case of client data, relevant team staff, and Rett UK’s management 

Data is held on Donorflex and in other computer files along with some paper files such as membership and gift aid forms. 
All computerised data shall be protected by passwords held by allocated members of staff so that it is accessible only to authorised staff as above.  No personal data shall be removed from the charity’s premises except for regular back-ups taken off site or when it is needed in order to undertake Rett UK’s business e.g. laptops or files taken to meetings or for working out of the office.

Where Rett UK staff are working out of the office, at home or commuting then they are personally responsible for ensuring the safety of personal data and must ensure they show the same respect is shown to this data as when it is accessed in the office. 

Access to personal data 

Anyone on whom personal data is stored shall be informed of what information is stored and how it is processed, and of their rights to access their own records. They shall be given access to all information held on request free of charge at the earliest available opportunity, and permitted to have data corrected or erased if it is incorrect. 

Consent

When an individual provides Rett UK with personal data indication of consent should be unambiguous and involves a clear affirmative action. Consent is separate from other terms and conditions and the right to withdraw is made clear. Clear records of consent are kept on Donorflex. 

Disclosure
No personal information shall be disclosed to another person or agency except with the express permission of the person concerned.  The only exceptions to this relate to matters where the charity is legally bound to pass on information, for example, in relation to Child Protection or Safeguarding of Vulnerable Adults.

With permission of the person concerned we may share data for a second opinion on a medical matter or to share information with one of our experts. We do not share data with any marketing organisations. 

Individuals’ Rights

Those individuals whose data we hold have the following rights:

( The right to be informed that it is held centrally and processed

( The right of access; 

( The right to rectification; 

( The right to erasure; 

( The right to restrict processing; 

( The right to data portability; 

( The right to object; 

( The right not to be subject to automated decision-making including profiling.

Data breach

Any individual who suspects that a theft, breach or exposure of Rett UK data has occurred must immediately provide a description of what has taken place and contact the CEO. Rett UK will investigate all reported thefts, data breaches and exposures to confirm if a theft, breach or exposure has occurred. As soon as a theft, data breach or exposure containing Rett UK data is identified, the process of removing all access to that resource will begin immediately. Those individuals whose data has been compromised will be notified as a matter of urgency.

Data Protection Officer

Becky Jenner, CEO of Rett UK is Data Protection Officer alongside Celia Madden who is the trustee lead on data protection. 

See also Confidentiality Policy and Information Sharing Policy 
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